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| HAPAPTHMAN
Notice of Intended Réiiiovals; Uklﬁai_hq—/ Russia-related Desiguations; Cyber-related Designations
12/19/2018 . Ll A b A T

Today, OFAC submitted a notification 10 Congress of iis interition to .teml,livnate the sanctions imposed

on En+ Group ple ("En+"), UC Rusal ple ( "Rusal"), and JSC EuroSibEnergo ("ESE") in 30 days.
In addition, the following individuals have been added to OFAC'S SDN List:

L. ANTONOY, Boris- Alekseyevich, Russia; DOB 19 Dec 1980; nationality Russia; Gender Male
(individual) [CAATSA - RUSSIA] (Linked To: MAIN INTELLIGENCE DIRECTORATE),

2. BOYARKIN, Victor Alekseyevich *(Cyrillic: BOSIPKHH, - Buixrop Asiexceeniy) . (a.k.a.
BOYARKIN, V.A. (Cyrillic: BOAPKHH; B.A)); ak.a BOYARKIN, Victor; aka BOYARKIN,
Victor Alekseevich; a..k.a._BOYARKIN,n\/iicto"r,),i’#lSQ,,ZO', BLD1, Generala Beloborodova,
Moscow, Federal District 125222, Russia; DOB 12 Oct 1958; POB Mesc’hovsk,-Russia; nationality
Russia; citizen Russia; Additipnal Sanctions Informatioh - Subject to Secondary Sanctions; Gender
Male; Passport 200042334 (Russia); alt. Passport 642348547 (Russia) (individual) [UKRAINE-

Eo13-661]',[UKRAI&E-EOB.@&; (Linked To: DERIPASKA, Oleg Vladimirovich). .

3. CHEPIGA, Anatoliy Viadimirovich (a k.a. BOSHIROY, Ruslan), Moscow, Russia; DOB 05 Apr
1979; alt. DOB 12 Apr 1978; POB Nikolacvka, Amur Oblast, Russia; alt. POB. Dushanbe,
Tajikistan; nationality Russia;- Gender Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN
INTELLIGENCE DIRECTORATE), STCRN . Ik

+ KHUSYAYNOVA, Elena Alekseevnia, St. Petersburg, Russia; DOB 17 Feb 1974; Gender
Female; Passport. 639092215 (Russia) (indiy‘idjr.‘jxal),[-_CYBER;Z}'(Linked ‘Fo: LIMITED LIABILITY
COMPANY CONCORD MANAGEMENT AND CONSULTING), .

- KOVALE\C Anétoljiy Sefrgeyévic}:‘,‘Rqss‘ia;_. DOB 02 Aug‘ 1991, néti;onalit_y Russia; Gender Male
(individual) [CAATSA - RUSSIA] (Linked To: “MAI,N‘INTELLIGENCE,DIRE-CTORATZE).

6. KOZACH?EK,‘ Nikbla"y, Yuryev“ic'h-‘,_'R{:‘s'sia;- DOB29 Jul 1_9-89;'natidnélity'Ruséi;i; Gender Male
(individual) {C_AATSA - RUSSIA] (g;igike-d' Té; MAIN ‘INTELLIGENCE DIRECTORATE).

7. LUKASHEY, Aleksey Viktorovich, Russia; DOB 07 Nov 1990; sationality Russia; Gender Male
(individual) [CAATSA - RUSSIA] (Linked To: MAIN INTELLIGENCE DIRECTORATE),

8. MALKEVICH, Alexander Aleksandrovich, St. Petersburg, Russia: DOB 14 Jug 1975; POB
Leningrad, Russia; Gender M'ale;-vPasspdrtz;71}7637093- (Russia); Nationat ID No. 781005202108
(ndividual) [CYBER?] (Linked To: USA REALLY). - o

9. MALYSHEV,“ A_ri_:e.m Andrey‘evi@h, :Rﬁ-s's'iaf; DOB OZFeb 1988; n'avtiolna;lit_y Russia; Gender Male
(individual) [CAATSA, - RUSSIA]J(Link‘ed To: MAIN IN’IELLIGENCEDIRECTORATE).

10. MININ, 'Alexey."Va‘lercvicli, Ru.ééja; DOB 27 May 1972; na_tiohali@y_Rus’sia; Gender Male;
Passport 120017582 (individual) {CAATSA. - RUSSIAJ. (Linked To: MAIN INTELLIGENCE

DIRECTORATE). -



11. MISHKIN, Aléx‘a.ﬂder Yex}:\geni.yevich..(a.k.a.jPETROf\", Alexander), ‘M‘oscow, Russia; DOB 13
Jul 1979; POB  Loyga, Russia; “alt. POB Kotias, Russia; naticnality Russia; Gender Male
(lndividual) [CAATSA. - ‘RUSSIA]'(Linkcd To: MAIN INTELLIGENCE DIRECTORATE).

12. MORENETS,"*AIekSei' Se'rgeyeyich,ﬂRussia'; DOB. 3% Jul 1977, ﬁatioua.lity Russia; Gender Male;
Passport 100135556 (individual) [CAATSA--'-‘RUSSIA] (Linked To: MAIN INTELLIGENCE
DIRECTORATE). ~ . . I |

13. NETYKSHO, Viktor Borisovich, Russia; DOB 08 Sep 1965; nationality Russia; Gender Male
(individual) [CAATSA - RUSSIA] (Linked To: MAIN INTELLIGENCE DIRECTORATE),

14. OSADCHUK, Aleksandr Viadimirovich, Russia; DOB 17 Nov 1962; nationality Russia; Gender
Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN INTELLIGENCE DIRECTORATE),

15. POTEMKIN, Aleksey Aleksandrovich, Russia; DOB 20 Mar 1983; pationality Russia; Gender
Male (individual) [CAATSA - RUSSIA] (Linked To: MAIN INTELLIGENCE DIRECTORATE).

16. SEREBRIAKOV, Evgenii Mikhaylovich, Russia; DOB 26 Jul 1981; nationality Russia; Gender
Male; Passport 100135555 (individual) [CAATSA . RUSSIA] (Linked To: MAIN
INTELLIGENCE DIRECTORATE), R TP Theli

17. SOTNIKOV, Oleg Mikhaylovich, Russia; DOB 24 Aug 1972; nationality Russia; Gender Male;
Passport 120018866 (individual) [CAATSA - RUSSIA] (Linked To: MAIN INTELLIGENCE
DIRECTORATE). = S ‘ '

18. YERMAKOV, Ivan Sergcyevich, Russia; DOB 1'0‘_Apr,'1986;' Znar.ionality Russia; Gender Male
(individual) [‘CAATSA . _RUSSIA].(L‘inked To: MAIN INTELLIGENCE DIRECTORATE).

The following entities have been"édded to OF AC'_:s‘SDN List:

1. ECONOMY TODAY LLC (ak.a. EKONOMIKA SEGODNYA), d. 19 Litera A. Pom. 423, UL,
Zhukova, St. Petersburg, Russia ' [CYBER2] (Linked To: LIMITED IIABILITY COMPANY
CONCORD MANAGEMENT AND CONSU! TING). '

2. FEDERAIL NEWS AGENCY LLC (a.ka. FEDERALN’OE AGEN'T STVO NOVOSTEI 000), d.
18 litera A. pom. 2-N, UL. V_scvolo'da"‘V-i_shnevskogo,‘ St Petersburg, Russia; Moscow, Russia
(CYBER2] (Liuked' To: LIMITED‘LIABILITY'COMPANY CONCORD MANAGEMENT AND

CONSULTING).

3. NEVSKIY NEWS LLC (a.k.a. N"'E"\'/,NOV; é.k.a. NEVSKIVE NOVOSTI), d. 11 korp. 2 pom,
327-N, ul. Staroderevenskaya, St. - Petersburg, Russia [CYBER2] (Linked To: LIMITED
LIABILITY COMPANY CONCORD MANAGEMENT AND CONSULTING).

4. USA REALLY, St. Petersbu.rg,',-Russia; Moscow, Russia; Website "www.usarea.lly.com [CYBER2]

(Linked To: FEDERAL NEWS AGENCY LLC), . - ‘
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The Honorabie Char}cs Schumer, Minonty Leader Us. Scnate

The Honorable Paul Ryan, Speaker, U.8. House of Repxesemauves
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Novichok Nerve Agent Attack

In a brazen attack that defied international norms and the Chemical Weapons Convention, GRU
officers attempted to assassinate Sergei Skripal and his daughter through the use of & ‘novichok’
nerve agent in Salisbury, England in March 2018. Skripal, his daughter, and a police officer
survived the attack; however, months later, two additional British nationals were exposed to the
agent, one of whom died as a result. The governments of the U.S., UK, Germany, France, and
Canada have made it clear that the Russian government was responsible for this attack.

Alexander Mishkin aka Alexander Petrov (Petrov) and Anatoliy Chepiga aka Ruslan
Boshirov (Boshirov): To be desi gnated pursuant to CAATSA. section 224 acting on behalf of,
direetly or indirectly, the GRU. Petrov and Boshirov are the GRU Officers responsible for
carrying out the attempted assassination of Sergei Skripal.

World Anti-Doping Agency-Related Designations

Between 2016 and 2018, Russia targeted the World Anti-Doping Agency (WADA), the
Organization for the Prohibition of Chemical Weapons (OPCW), and other international
nonpolitical organizations using cyber hacking techniques. In 2016, WADA announced that
malicious actors, who were in fact the GRU, had accessed data on its networks through
spearphishing attacks, and had then illegally released contidential medica! data pertaining to
professional athletes, with modifications from the original version in some instances. These
cyber-enabled operations followed WADA’s exposure of Russia’s extensive state-sponsored
doping program in an independent WADA commission report. On October 4, 2018, the DOJ
indicted and Dutch authorities announced the expulsion of the following four GRU officers
mvolved in malicious cyber activity targeting the OPCW, the international organization
responsible for eradicating chemical weapons worldwide under a United Nations mandate, who
Treasury is also designating.

Specifically, OFAC will designate Aleksei Morenets (Morenets) and Evgenii Serebryakoy
(Serebryakov), officers in the GRU who played an integral role in compromising WADA's
database in 2016, as well as assisting the GRU’s attempted cyber intrusions into the

OPCW. Morenets and Serebryakov will be designated pursuant to CAATSA Section 224 for
knowingly engaging in significant activities undermining cybersecurity against any person,
including a democratic institution or govemment, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of, directly or indircctly, the
GRU.

Oleg Sotnikov (Setnikov) served as a Russian military intelligence officer who provided
support to the GRU during its targeting of the OPCW, and will be designated pursuant to
CAATSA Section 224 for knowingly engaging in significant activities undermining
cybersecurity against any person, including a democratic institution or government, on behall of
the Government of the Russian F ederation, and for acting or purporting to act for or on behalf of,
directly or indirectly, the GRU.



Alexey Minin (Minin) also served as a Russian military intelligence officer who supported the
targeting of the OPCW, and also worked with Sotnikov to assemble hacking equipment during
the operation. Minin will be designated pursuant to CAATSA Section 224 for knowingly
engaging in significant activities undermining cybersecurity against any person, including a
democratic institution or government, on behalf of the Government of the Russian Federation,
and for acting or purporting to act for or on behalf of, directly or indirectly, the GRU.

Election-Interference Related Designations

Nine of the Russian GRU officers desi goated today were directly involved in efforts to interfere
in U.S. ejections by targeting election systems and political parties, as well as releasing stolen
election-related documents. These jndividuals worked within Unit 26165 and Unit 74455 of the
GRU. Unit 26165 engaged in cyber operations that involved the staged release of documents
stolen through computer intrusions. Unit 74455 assisted iti the release of stolen documents
through various online personas, promoted those releases, and then aided in the publication of
stolen content on social media accounts operated by the GRU,

Viktor Borisovich Netyksho (Netyksho): To be designated pursuant to CAATSA section 224
for knowingly engaging in significant activities undermining the cybersecurity against any
person, including a democratic institution of govemument, on behalf of the Government of the
Russian Federation, and for acting or purporting to act for or on behalf of the GRU. As of March
2016, Netyksho was the officer in command of Unit 26156 of the GRU.

Boris Alekseyevich Antonoy (Antonov): To be designated pursuant to CAATSA section 224
for knowingly engaging in significant activitics undermining the cybersecurity against any
person, including a democratic institution or government, on behalf of the Government of the
Russian Federation, and for acting or purposting to act for or on behalf of the GRU. As of March
2016, Antonov was a Major assigned to Unit 26156 of the GRU and was responsible for
supervising those who targeted the 2016 U.8. Presidential election.

Ivan Sergeyevich Yermakov (Yermakov): To be designated pursuani to CAATSA section 224
for knowingly engaging in significant activities undermining the Cybersecurity against any
person, including a democratic institution or government, on behalf of the Government of the
Russian Federation, and for acting or purporting to act for or on behalf of the GRU. As of March
2016, Yermakov was an officer assigned to Unit 26165 of the GRU. Between March and May
2016, Yermakov participated in the hacking of email accounts and servers associated with the
Presidential election. Yermakov also played an integral role in compromising WADA’s
databasc in 2016, '

Aleksey Viktorovich Lukashev (Lukashev): To be designated pursuant to CAATSA section
224 for knowingly engaging in significant activities undermining the cybersecurity against any
person, including a democratic institution or government, on behalf of the Government of the
Russian Federation, and for acting or purporting to act for or on behalf of the GRU.

Nikolay Yuryevich Kozachek (Kozachek): To be designated pursuant to CAATSA section 224
for knowingly engaging in significant activities undermining the cybersecurity against any



person, including a democratic institution or government, on behalf of the Government of the
Russian Federation, and for acting or purporting to act for or on behalf of the GRU. As of March
2016, Kozachek was a Lieutenant Caprain assigned to Unit 26165 of the GRU. Kozachek also
developed and monitoring malware produced by the GRU used to hack into networks associated
with the 2016 U.S. election by April 2016.

Artem Andreyevich Malyshev (Malyshev): To be designated pursuant to CAATSA section
224 for knowingly engaging in significant activities undermining the cybersecurity against any
person, including a democratic institution or government, on behalf of the Government of the
Russian Federation, and for acting or purposting to act for or on behalf of the GRU. As of March
2016, Malyshev was a Second Lieutenant within Unit 26165 of the GRU who monitored
malware implanted by the GRU on networks associated with the 2016 U.S. election. Malyshev
also played an integral role in compromising WADAs database in 2016.

Aleksandr Viadimirovich Osadchuk (Osadchuk): To be designated pursuant to CAATSA for
knowingly engaging in significant activities undermining the cybersecurity against any persorn,
ncluding a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of the GRU. As of March 2016,
Osadchuk was the commanding officer of Unit 74455 of the GRU.

Aleksey Aleksandrovich Potemkin (Potenkin): To be designated pursuant to CAATSA for
knowingly engaging in significant activities undermining the cybersecurity against any person,
including a democratic institution or government, on behalf of the Government of the Russian
Federation, and for acting or purporting to act for or on behalf of the GRU. As o[ March 2016,
Potemkin was an officer assigned to Unit 74455 of the GRU, and supervised & department that
was responsible for the administration of computer infrastructure used in the release of stolen
documents online.

Anatoliy Sergeyevich Kovalev (Kovalev): To be designated pursuant to CAATSA for
knowingly engaging in significant activities undermining the cybersecurity against any person,
including a democratic institution or government, on behalf of the Governament of the Russian
Federation, and for acting or purporting to act for or on behalf of the GRU. As of March 2016,
Kovalev was an officer assigned to Unit 74455 of the GRU. By July 2016, Kovalev hacked the
website of a state board of elections and stole voter information. By August 2016, Kovalev also
hacked into computers of a U.S. compagy that supplied software used to verify voter registration
irformation for the 2016 U.S. elections.

Oleg Deripaska Related Designation

OFAC will designate a former Russian intelligence officer for having acted or purported to act
for or on behalf of sanctioned Russian oligarch Oleg Deripaska (Deripaska). On April 6, 201 8,
Deripaska was designated pursuant to E.O. 13661 for acting for or on behalf of, directly or
indirectly, a senior official of the Government of the Russian F ederation, and pursuant to E.O.
13662 for operating in the energy sector of the Russian Federation economy.



13661 (E.O. 13661) and Executive Order 13662 (E. O. 13662) for having acted or purported to

Preject Lakhta Related Designations

OFAC will also take action against several entitics and individuals related to Project Lakhta, a
broad Russian effort which includes the Internet Research Agency, that has sought to interfere in
political and electoral systems worldwide. Since at least 2014, Project Lakhta has used among
other things, fictitious online personas that posed as U.S. persons in an effort to interfere in U.S.
elections, as the IRA did during the 2016 U.S. election. Concord Management and Consulting
LLC and Concord Catering, two entities owned by Yevgeniy Prigozhin (Prigozhin), controlled
Project Lakhta’s funding, recommended personnel, and oversaw Project Lakhta’s

activities. Concord Management and Consulting LLC, Concord Catering, and Prigozhin were all
previously designated pursuant to E.Q. 13694, as amended, on March 15,2018 for providing
funding to the IRA’s operations. Prigozhin was also previously designated for materialjy
assisting senior officials of the Russian F ederation under E.OQ. 13661, while Concord
Management and Consulting LLC and Concord Catering were previously designated under E.O.
13661 on June 20, 2017,

Since 2014, Project Lakhta concealed its activities by operating through severa] entities to
include the IRA, N evskiy News LLC, Economy Today L.LC, and the Federal News Agency
LLC. As aresult, Nevskiy News LLC, Economy Today LLC, and the F ederal News Agency
LLC will be designated pursuant to E.O. 13694 , as amended, for being owned or controlled by
and for having acted or purported to act for or on behalf of, directly or indirectly, Concord
Management and Consulting LLC and Concord Catering.

As of 2018, Elena Alekseevna Khusyaynova (Khusyaynova) served as the Chief Accountant
n Project Lakhta’s finance department, where she managed Project Lakhta

and Consulting, as well as Concord Catering. As 4 result of these activities, Treasury will
designate Khusyaynova, pursuant to E.O. 13694, ag amended, for having acted for or purported
to act for or on behalf of directly or indirectly, Concord Management and Consulting LLC and
Concord Catering.

Within weeks after the designation of the IRA, the Federal News Agency LLC -- an entity
utilized by Project Lakhta to obscure its activities that wil] aiso be designated -- announced that it
was creating a new Russian funded, English languagc website called USA Really, USA Really,
which is operated by Alexander Aleksandrovich Malkevich (Malkevich), posts content
focused on divisive political issues, but is generally ridden with grammatical errors and






